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ABSTRACT

ThisarticleisconcernedwiththeproblemofconstructinglightweightMDSmatrices.Theauthors
presentanewconstructionof4×4MDSmatricesoverGL(F2,m)foranyintegerm.Theygive
sufficientandnecessaryconditionstodeterminewhethertheconstructionisanMDSmatrix.Further,
foranyevennumberm≥4,theyconstructlightweightMDSmatricesinthisstructure.Applying
Horner’srule to implementMDSmatrices, theauthorsconstructionsneedonly8+4×3×mXOR
operations.
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1. INTRODUCTION

Diffusionandconfusionaretwofundamentalpropertiesthatmustbeconsideredwhendesigning
symmetric-keyciphers(Shannon,1949).Thesetwopropertiesarerequiredforthesecurityofthe
cipher.Thediffusionlayerisoftenobtainedbyalineardiffusionmatrix.Matriceswithhigherbranch
numberperformbettertoresistlinearanddifferentialattacks.Thematrixwiththemaximumbranch
numberisperfectforconstructingdiffusionlayersandcalledaMaximalDistanceSeparable(MDS)
matrix.

MDSmatricesarewidelyusedinmanyciphers,includingAES(Daemen&Rijmen,2002),LED
(Guo,Peyrin,&Poschmann, 2011) andSQUARE (Daemen,Knudsen,&Rijmen, 1997).When
resourcesarelimited,itisnecessarytoreducetheimplementationcostswhendesigningdiffusion
layers.ForMDSmatrices,theconstructionoflightweightMDSmatricesbecomesahottopic,where
lightweightMDSmatricesmeansMDSmatriceswithsmallXORcounts.

ThegeneralmethodofconstructingMDSmatricesisbasedonthematriceswithsomespecific
structures.SincesearchingforalltheMDSmatricesisbeyondthereach,whenthedimensionofthe
matrixincreases.CirculantmatricesandHadamardmatricesarepreferredduetotheirlimitednumber
ofdifferentelements,whichalsoleadstoasmallernumberofdifferentminors.Circulant-likeMDS
matriceswereconstructedand the lightestMDScirculant-likematriceswere found in (Junod&
Vaudenay,2005;Gupta&Ray,2014).In2014,Khooetal.(Khoo,Peyrin,Poschmann,&Yap,2014)
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introducedthemetricXORcountthatmeasurestheimplementationcostofadiffusionmatrix.Based
onthismetric, therearea lotofworks.SarkarandSyed(Sarkar&Syed,2016)gavetheoretical
constructionsofToeplitzMDSmatricesandreportedtheminimumvalueoftheXORcountsof4×
4MDSmatricesoverF

24
andF

28
,respectively.Lietal.(Li,Bai,Sun,&Wang,2016)reportedthe

minimumvalueoftheXORcountsof4×4MDSmatricesoverGL F
2
4
,( ) .

Another way for constructing lightweight MDS matrices is by recursive construction. This
methodwasusedinthedesignofPHOTONlightweighthashfamily(Guo,Peyrin,&Poschmann,
2011)andLEDlightweightblockcipher(Guo,Peyrin,Poschmann&Robshaw,2011)forthefirst
time.Sajadiehetal.(Sajadieh,Dakhilalian,Mala,&Sepehrdad,2015)extendedtherecursivemethod
by using linear transformations instead of multiplications of elements infinite fields. It helps to
increasethechoicesofentriesinMDSmatrices.ThenWuetal.(Wu,Wang,&Wu,2013)presented
someextremelightweightMDSmatricesbyusinglineartransformationswithfewerXORs.Tohet
al.(Toh,Teo,Khoo,&Sim,2017)proposedanewclassofserial-typematricesknownasDiagonal
SerialInvertible(DSI)matrices.

Recently,Beierleetal.(Beierle,Kranz,&Leander,2016)andJeanetal.(Jean,Peyrin,Sim,
&Tourteaux,2017)proposedthes-metrictoreducetheimplementationcostofdiffusionmatrices.
Byfindingashortlinearstraight-lineprogramtothecaseofMDSmatrices,Kranzetal.(Kranz,
Leander,Stoffelen,&Wiemer,2017)optimizedthepreviousconstructionsglobally.Theirmetric
canbeappliedtoanymatrixandtheyfoundthatMDSmatricesofspecialtypesdonotdiffermuch
forallrandomizedconstructions.

Contributions.Inthispaper,westudytheconstructionsofMDSmatricesandpresentanew
metrictoreducetheimplementationcostofMDSmatrices.

First,wepresentanewstructuretoconstructMDSmatricesoverGL F m
2
,( ) .Thenwepropose

twoconditionstoconstructMDSmatricesandsufficientandnecessaryconditionsundertwodifferent
conditionsaregiven.

Second,improvetheimplementingefficiencyofdiffusionmatricesandreducetheirXORcounts
withthehelpofQinJiushao’smethod,alsoknownasHorner’srule.WeconstructanMDSmatrix
with 8 4 3+ × ×m XORcountsoverGL F m

2
,( ) ,wherem ≥ 4 andm iseven.

Outline.WefirstgivesomenecessarynotationsinSection2.Thewaytoconstruct4×4MDS
matricesoverGL F m

2
,( ) isgiveninSection3.InSection4,weapplyQinJiushao’smethodtoreduce

theXORcounts.Inthisway,wecanreduceXORcountsofthepreviousconstructions.Theconclusion
comesinSection5.

2. PReLIMINARIeS

Let F
2
bethefinitefieldof2elementsand F m2

beanm -dimensionalvectorspaceoverthefield
F
2
.Denoteby Fm m

2
× thesetofallthem m× matricesover F

2
.Let E i j n

i j,
, , , , ,= …1 2 ,bethe

matrixwhoseentriesareallzerosexceptthatthe i -throwandthe j -thcolumnis1.DenotebyM
i j,


theentryatposition i j,( ) ofamatrixM .DenotebyGL F m

2
,( ) thesetofallthem m× non-singular

matriceswithentriesinthefinitefieldF
2
.IfalinearbasisofF m2

overF
2
isfixed,alinearpermutation

Ã
a
F Fm m:
2 2
→ canalwaysbeequivalentlydescribedas X AX� ,where A GL F m∈ ( )2

, and
X Fm∈

2
.

Givenavector X x x x F
n

m
n

= ( ) ∈ ( )1 2 2
, , ,� ,wecanalsoviewXasanelementinthevector

spaceFnm
2

.Here,Xisviewedasacolumnvectorthroughoutthispaper.ThebundleweightofXis
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denotedby É
b
X( ) anddefinedas É

b i i
X x x i n( ) = ≠ ≤ ≤{ }: ,0 1 ,where ⋅ meansthesizeof

aset.
ForamatrixL Fnm nm∈ ×

2
,thebranchnumberform -bitwordsisdefinedas

B L min X LX X
m b b( ) = ( )+ ( ) ∈ ( ): { |É É Fm

n

2
.

Itiseasytosee,theupperboundofB L
m ( ) isn+1 ,andamatrixachievedtheboundiscalled

anMDSmatrixform -bitwords.Inthispaper,wefocusonthecase n = 4 .
AmatrixL Fnm nm∈ ×

2
canbeviewedasa n n× blockmatrix

L

L L L

L L L

L L L
n

=







1 1 1 2 1 2

2 1 1 2 2

1 1 2

, , ,

, , ,

, , ,

�

�

� � � �

�

n

m n









whereL F i j n
i j

m m
,

, ,∈ ≤ ≤×
2
1 .

Everylineardiffusionissuchablockmatrix.Squareblocksub-matricesofL oforder t means
a t t× sub-matricesofL withentriesintheset{ | , }

,
L i j n
i j
1≤ ≤ .Thefollowingtheoremgiven

in(MacWilliams&Sloane,1977)hasshownthatamatrixisanMDSmatrixform -bitwordsifand
onlyifallitssquareblocksubmatricesareinvertible.Whentalkingaboutablockmatrixisinvertible,
weviewitasamatrixoverthefieldF

2
.

Theorem 1.LetL Fnm nm∈ ×
2

.ThenL isanMDSmatrixform -bitwordsifandonlyifallsquare
blocksub-matricesofL oforder t areoffullrankfor1≤ ≤t n .

AnadditioninthefieldF
2
iscalledanXORoperation.ForA GL F m∈ ( )2

, ,wedenote É A( ) 
thenumberofnonzeroentriesinA .Denote#A thenumberofXORoperationsthatrequiredto
evaluateAX directly,whereX Fm∈

2
.Thatistosay,weneed#A XORoperationstoimplement

thelinearpermutationA over Fm
2

.Itiseasytoknowthat#A A m= ( )−É andwecallA has
#A XORoperations.Forspacesaving,wedefinearepresentationofsparsematricesoverF

2
.We

extractthenonzeropositionsineachrow.Forexample,formatrix

0 1 0

0 0 1

1 0 1













,

thenonzeroposition2inthefirstrow,3inthesecondrowand1,3inthethirdrowareextracted.
Thenweobtaintherepresentation 2 3 1 3, , ,








 .Itisamatrixwith1XORoperations.

TheXORcountsofonelineardiffusionmatrixisthenumberoftheXORoperationsneededto
beimplemented.WecanimplementsuchamatrixLinastraightforwardway.TheXORcountsis
denotedas
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dXOR L L n n m
i j

n

i j( ) = ( )+ × −( )×
=
∑
,

,
#

1

1 .

Inthispaper,wefocusontheMDSmatricesforthecase n = 4 .

3. New CONSTRUCTIONS OF MDS MATRICeS OVeR GL(F2,M)

In this section, we present a method to construct MDS matrices over the general linear group
GL F m

2
,( ) . We obtain a simple sufficient and necessary condition to determine whether the

constructionisanMDSmatrix.
Thefollowinglemmaisusefultocalculateminorsofblockmatrices.
Lemma 1.SupposeA B C GL F m, , ,∈ ( )2

arem m× non-singularmatricesoverF
2
.Thenthe

followingstatementshold:

1. thedeterminantofmatrix
I A

B C












isidenticalwiththatofmatrixBA C+ .

2. thedeterminantofmatrix
A I

B C












isidenticalwiththatofmatrixCA B+ .

3. thedeterminantofmatrix
A B

I C












isidenticalwiththatofmatrixAC B+ .

4. thedeterminantofmatrix
A B

C I












isidenticalwiththatofmatrixAC B+ .

5. thedeterminantofmatrix
A B

B A












isidenticalwiththatofmatrix B A+( )2 .

Proof.Theproofofthefirstfouridentitiesissimilar.Weonlyshowthedetailsofthefirstidentity
here.Accordingtoelementarylinearalgebra,wehave

I A

B C

I

B I

I A

BA C

I

B I

I A

BA C
=











⋅

+












= ⋅

+
0

0

0

0
== +BA C .

Next,weprovethefifthidentity.

A B

B A

I I

I

A B

B A B

I I

I
=











⋅
+

+












⋅




0

0

0






= +( )A B

2
. 

 

Now,weareabletoprovethefollowingtheorem.
Theorem 2.LetA P GL F m P P, , ,∈ ( ) = −

2
1 and#P = 0 .Let I betheidentitymatrixin

GL F m
2
,( ) , f x( ) betheminimalpolynomialofA and
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L C A P

I P A APA

I P A

APA I P

A APA I

: ,= ( ) =







−

−

−

−

1

1

1

1

APA

A

P 



. 

Then

1. If AP I+( ) =2 0 ,thenL isMDS⇔ ( )f x isrelativelyprimetox 3 1+ andx x3 1+ + .

2. If A P+( ) =2 0 ,thenL isMDS⇔ ( )f x isrelativelyprimetox +1 andx x3 1+ + .

Proof.SinceA andP arealwaysnon-commutative,wehavetocalculatealltheminorsofL 
byhandinordertoverifythatwhetherL isanMDSmatrix.

Let B APA= −1 , then B I2 = . Therefore, B P I= = = 1 . Since A GL F m∈ ( )2
,  and

A F∈
2
,wehave A A= =−1 1 .ItiseasytoseethatBA APA A AP= =−1 .

L

I P A B

I P A

B I P

A B I

=













B

A

P



has
4

1

4

2

4

3

4

4

2 2 2










+











+











+











= + + + =

2

16 36 16 1 69 minorsintotal.Sinceswappingrows

(columnsresp.)ofamatrixoverF
2
won’tchangethedeterminantofthematrixandthematrixL is

circulant,thenumberofdifferentminorswhichneedtobecomputedismuchlessthan 69 .Welist
minorsintermsofdifferentordersbelow.

First,minorsoforder1are A P B I, , , andtheyappearfourtimeseach.Thereare16 minors
oforder1intotal.

Second,minorsoforder2

I P

IB
,
P A

PI
,
A B

AP
,
B I

BA
,
I A

PB
,
I B

PA
,
I P

BA
,
I A

BP


appearfourtimeseachandminorsoforder2

I A

IA
,
B P

BP


appeartwiceeach.Thereare36minorsoforder2intotal.
Third,minorsoforder3
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I P A

I P

B I

B

A

,
P A B

P A

I P

I

B

,
B I P

B I

A B

A

P

,
A B I

A B

P A

P

I



appearfourtimeseach.Thereare16minorsoforder3intotal.
Atlast,theuniqueminoroforder4is L .
ByLemma1,minorsof2aboveare

BP I A I APA B A I BA P AB P AP B PA B A I B P+ + + + + + + + + +, , , , , , , , ,
2 2

.

Byfactorizingthesedeterminants,itisclearthatalltheminorsoforder2arenon-zeroifand
onlyif AP PA A I AB P+ + +, , and PA B+ areallnon-zero.Further,wereform AB P+ 
and PA B+ as

AB P A PA P A P PA A A P PA+ = + = + ⋅ = +− −2 1 2 1 2 

and

PA B PA APA PA AP A PA AP+ = + = + ⋅ = +− −1 2 1 2 ,

respectively.
Wewillderiveasimplernecessaryandsufficientconditionlaterunderdifferentassumptions.
Firstofall,wecalculatetheminorsoforder3.WiththehelpofGaussianelimination,wecould

calculatethedeterminantofthefollowingtwosquareblocksub-matrices.Addamultipleofsecond
rowofthematrixtotheothertworows,thenthesecond(first)entryinthosetworowsreducetozero.
Thus,weonlyneedtocalculatethedeterminantofablockmatrixofordertwo.

I P A

I P

B I

I P

I

B I

PB I A I

I P

I BP I

PB I A I

I BP I
B

A

B

A
A

= ⋅
+ +

+ +
=

+ +
+ +

0

0 0

0

0

0

,

P A B

P A

I P

I P

I

B I

A I PA B

P A

BP I BA P

A I PA B

I BA P
I

B

I
BP

= ⋅
+ +

+ +
=

+ +
+ +

0

0 0

0

0

0

,

Thesetwodeterminantscanbecomputedfurtherinspecificconditions.Anothertwominorsof
order3canbecomputeddirectlywithoutfurtherconditions.

Forthefollowingblockmatrix,weusethesecondrowtoreducethefirstentryintheothertwo
rowstozero.Thenthedeterminantoforderthreecanbetransformedintothedeterminantoforder
two.Fortheblockmatrixofordertwo,weusethesecondcolumntoreducethesecondentryinthe
firstcolumntozero.Thus,wehave
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B I P

B I

A B

I P

I

B I

PA B PB I

B I

P A I

A

P

A

BA

= ⋅
+ +

+ +

0

0 0

0

0

0



=
+ +
+ +

PA B PB I

P A IAP


=
+
⋅
+ + + +

⋅
P

A I

A PB BP I B P

I

I

I

0

0 0

0

P


= ⋅ + ⋅ + + +P A I A I BP PB  (for both cases, BP PB A A+ = + −2 2 , which will be
provedlater)

= + ⋅ + + + −A I A I A A2 2 

= + ⋅ + + ⋅ −A I A A I A
2 3 2 

= + ⋅ + +A I A A I
2 3 . 

Forthefollowingblockmatrix,weusethethirdrowtoreducethefirstentryinthefirsttworows
tozero.Thenthedeterminantoforderthreecanbetransformedintothedeterminantofordertwo.
Fortheblockmatrixofordertwo,weextractthecommondivisorA I+ ofthefirstcolumn.By
lemma1,wecancalculatethedeterminantdirectly.Thus,wehave

A B I

A B

P A

I A

I P

I

AP B A I

A I PA B

P A

AP B A I

I PA B
P

I I
A

= ⋅
+ +
+ + =

+ +
+ +

0

0

0 0

0

0

2
2



=
+
+

⋅
+

= +( )+ + ⋅ +
B A I

PA B

A I

I
B PA B A I A I

2
2

0

0I


= + ⋅ + = ⋅ + ⋅ ⋅ +−BPA A A I A PA P I A A I2 1 

= ⋅ ⋅ + ⋅ ⋅ +−P A A I P A I1 

= +A I
2
. 

Inthefollowing,wecalculatetheminorsundertwoassumptionsrespectively.

1. I f  AP I+( ) =2 0 ,  w e  h a v e  APAP I AP PA PA A P= = =− −, ,1 1 .  T h e n
B APA A P PA= = =− −1 2 2 andBP PB A A+ = + −2 2 .

Then
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AP PA A A A I+ = + = +−1 2
,

AB P A P PA A I+ = + = +2 3 ,

PA B PA AP A A A I A A I+ = + = + = + ⋅ + +−2 2 1 2 .

Thenfactorsofminorsoforder2are A I+ and A A I2 + + .Since

I P A

I P

B I

PB I A I

I BP I

A I A I

I A I
B

A
A A

=
+ +
+ +

=
+ +

+ +

−2

2 

=
+
⋅
+

⋅
+
= +

−A

A I

A I I

I

I

A I
A I

2 2
20

0

0

0I


and

P A B

P A

I P

A I PA B

I BA P

A I A P A P

I AP P
I

B
BP A

=
+ +
+ +

=
+ +

+ +

−1 2

2 

=
+
⋅

+
⋅
+−A

A I

A A I

I

A I

P

1 30

0

0

0I


= + ⋅ + + ⋅ +�A I A A I A I3 

= + ⋅ + +�A I A A I
2 3 , 

factorsofminorsoforder3are A I+ and A A I3 + + .
Next,wecalculatethedeterminantofL .

L

I P A B

I P A

B I P

A B I

I

I

I

I

I P A B

BP I AP P I A

AP B A
= = ⋅

+ + +

+

B

A

P

B

A

P

0 0 0

0 0

0 0

0 0

0

0 22 2 1

0

+ +
+ + +

−I A PA P

I A PA B PB I



=

+ + +

+ + +
+ + +

−

BP I AP P I A

B A I A PA P

I PA B PB I

AP

A

2 2 1 
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=

+ + +

+ + +

+ + +− −

A I AP P A I

P AP A I A P P

I A P A P A I

2

2 2 3

2 1 2

A

A



=
+

+
+
⋅

+

+ + +

+ + +− − −

A I

A I

A I

A I P I

A I A P AP P

AP P A P A A

0 0

0 0

0 0

2

1 2 1

AP

I



= + ⋅ + +

+

⋅

+

+ +( )
+ +− −

−

− −

A I

I

P AP P I

A I

A I P I

A A A P A

A I A

3
2

2 1

2 1 2

2 2

0 0

0

0

0A

A A (( )P 0



= + ⋅
+ +( )

+ +( )
−

− −
A I

A A A P A

A I A P

3
2 1 2

2 2A


= + ⋅
+ +( ) ⋅

+ +( ) +( )
+ +( )

− −

− −
A I

I A A A PA

I

A A A I A I

A I A P

3
2 1 2 4 2 3

2 20

0

A


= + ⋅ ⋅ + +
−

A I A A A I
4 6

2
2



= + ⋅ + +A I A A I
4 2

2
. 

AfterfactorizingalltheminorsofL ,wefindthatL isMDS⇔ + + + + +A I A A I A A I, ,2 3 
areallinvertible⇔ ( )f x isrelativelyprimetox x x3 31 1+ + +, .

2. If A P+( ) =2 0 ,wehaveA AP PA I2 0+ + + = .BymultiplyingP ontherightside,we
have

A P AP PA I P A PAP P P PA AP I PA2 2= + +( ) = + + = + +( ) = .

Thus

AB A PA PA A PA= = =− −2 1 2 1 .

Since

B P APA P AP PA A A I A A A+ = + = +( ) = +( ) = +− − − −1 1 2 1 1 ,

wehave
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PB I P B P P A A+ = +( ) = +( )−1 

and

BP I B P P A A P+ = +( ) = +( )−1 .

Since

A A P PA I A I PA AP A A− − − − −+ + + = + + +( ) =2 1 1 1 2 1 0 ,

weobtainthat

BP PB BP I PB I P A A A A P+ = +( )+ +( ) = +( )+ +( )− −1 1 

= +( )+ +( )− −PA AP PA A P1 1 

= +( )+ +( )−A I A I2 2 

= + −A A2 2 .

NowwearereadytocalculatealltheminorsofL .Itisclearthat

AP PA A I A I+ = + = +2 2
,

AB P A P PA PA PA P A A I A I+ = + = + = ⋅ ⋅ + = +2 2 

and

PA B PA AP A P AP A I A P A I+ = + = + = + ⋅ ⋅ = +2 2 .

Thenthereisauniquefactorofminorsoforder2 ,whichis A I+ .
Thecomputationofminorsoforder 3 ismuchmorecomplicated.Weneedtoapplyrelations

aboverepeatedlytoobtainthedeterminant.

I P A

I P

B I

PB I A I

I BP I

P A I A I

BP I

A I

I
B

A
A I

=
+ +
+ +

=
+( ) +

+
⋅
+−1 0

0


= +( ) +( )+ + ⋅ +−PA P BP I A I A I1 

= + + +( )+ + ⋅ +− −A P PBP PA P A I A I1 1 
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= + +( )+ + +( ) ⋅ +− −A P PA I A PBP P A I1 1 

= + + +( ) ⋅ +−A A P BP I A I2 

= + + +( ) ⋅ +− −A A P A A P A I2 1 

= + +( )+ ⋅ +− −A P PA AP PA P A I2 1 

= + +( )+ ⋅ +− −A P A I PA P A I2 2 1 

= +( ) + +( ) ⋅ +−A P A I P A A A I2 3 2 

= + + ⋅ +P A A A I3 2 2
.

Bytheequationsobtainedfromtheassumption,wehave

P A B

P A

I P

A I PA B

I BA P

A I

I

I B

I BA P
I

B
BP BP

=
+ +
+ +

=
+

⋅
+ +

0

0


= + ⋅ + + +A I BPB B BA P 

= + ⋅ + + +A I PB I A BP 

= + ⋅ + + + −A I A I A A2 2 

= + ⋅ + +A I A A I
2 3 , 

Since

P A A A I A P PA A+ +( ) = + + + +3 2
2

6 3 3 4 

= + + +( )+A I A AP PA A6 2 4 

= + + +( )+A I A A I A6 2 2 4 

= + +( )A A I3
2
, 

wehave

P A A A A I+ + = + +3 2 3 .

Therefore,factorsofminorsoforder 3 are |A I+ and A A I3 + + .
Finally,weonlyneedtocomputethedeterminantofthematrixL.
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L

I P A B

I P A

B I P

A B I

I P A B

I P A

B I P

A B I

I P A B

I

I

I

= = ⋅

+ + +
B

A

P

I

I

I

I

I

I

0 0 0

0 0

0 0

0 0



= ⋅
+ + +

+ + +

+ +

−

−

− −

I

I

I

I

I P A APA

P I A P P A

A A A I A A

P A P

0 0 0

0 0

0 0

0 0

0

0

0

1

1

1 1

I

I

I AA APA I

I A

− −

−

+

⋅ +

1 1

1 

= ⋅

+ + +

+ +

+ +

⋅ ⋅ +

−

−

−

−

I

I

I

P I A P I A

A A I

A A A

I I

I

I

I A

0 0

0 0

0

0

0

0

0 0

0 0

1

1

1

1

I

A

I



= ⋅
+ +

+
⋅ ⋅ +

−

−
−

I

I

I A A I

A I

I

I
I A

0

0

01

1
1
2

I I


= +A I
4

. 

Afterfactorizingalltheminorsof L ,wefindthat L isMDS⇔ + + +A I A A I, 3 areall
invertible⇔ ( )f x isrelativelyprimetox x x+ + +1 13, .

 

Whenm islarge,itisdifficulttodeterminewhetherthereexistsA P, meettheconditionsin
theabovetheorem.Forevenintegerm ≥ 4 ,weconstructivelyprovetheexistence.

Theorem 3.Ifm isevenandm ≥ 4 ,thereexistsA P, ,suchthat#A = 1 , A P+( ) =2 0 
andtheminimalpolynomial f x( ) ofA isrelativelyprimetox x x+ + +1 13, .

Proof.LetP E E
i

m

i i i i
= +( )

=
− −∑

1

2

2 1 2 2 2 1, ,
,A E E E

i

m

i i m t m
= + +

=
− +∑

2
1 1 2 1, , ,

bethecompanionmatrix

ofx xm t+ +2 1 overF
2
,where1 2< <t m .Then A P+( ) =2 0 ,sinceallthenon-zeroentriesof

A P+ areintheoddrowsandtheevencolumns.Itisclearthatx xm t+ +2 1 andx +1 arerelatively
prime.Nowweonlyneedtoprovethatthereexists t suchthat x xm t+ +2 1 and x x3 1+ + are
relativelyprime.Infact,ifm = 4 ,thenx x4 2 1+ + andx x3 1+ + arerelativelyprime.Ifm ≥ 6 ,
t h e n  e i t h e r  x xm + +2 1  o r  x xm + +4 1  i s  r e l a t i v e l y  t o  x x3 1+ + ,  s i n c e
x x x x x xm m4 2 2 41 1+ = + +( )+ + +( ) andx x3 1+ + relativelyprime.

 

BelowwegivesomeexamplesofMDSmatriceswhichareconstructedfromTheorem2.
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Example 1.ExampleofP A, suchthat AP I+( ) =2 0 andtheminimalpolynomialofA is
relativelyprimetox x x3 31 1+ + +, with#A = 1 .ThenC A P,( ) isanMDSmatrix.

1. m = 6 ,P A= 

 = 









6 5 4 3 2 1 6 1 2 3 6 4 5, , , , , , , , , , , , .

Example 2.ExamplesofP A, suchthat A P+( ) =2 0 andtheminimalpolynomialofA is
relativelyprimetox x x+ + +1 13, with#A = 1 .ThenC A P,( ) isanMDSmatrix.

1. m = 4 ,P A= 

 = 









2 1 4 3 4 1 2 4 3, , , , , , , , .

2. m = 8 ,P A= 

 = 









2 1 4 3 6 5 8 7 8 1 2 8 3 4 5 6 7, , , , , , , , , , , , , , , , .

4. APPLyING HORNeR’S RULe TO ReDUCe THe XOR COUNTS

Horner’s method,alsoknownasQinJiushao’salgorithm,canbeusedtoimprovetheefficiency,
whencalculatingthevaluesofpolynomials.WecouldadaptittoreducethepracticalXORoperations
forimplementingthediffusionlayer.

Forexample, let A P GL F m, ,∈ ( )2
 such that# # , # , #A A P APA= = = ( ) ≥− −1 11 0 2� � .

ThendXOR of

x Px Ax APA x x F
i

m
1 2 3

1
4 2

+ + + ∈− , 

is

# # # #I P A APA m m+ + + + × ≥ +−1 3 3 3 .

ByHorner’srule,wecancalculatethesuminadifferentway

x Px A x PA x
1 2 3

1
4

+ + +( )− . 

If we calculate x PA x
3

1
4

+ −  firstly and multiply the matrix A  secondly, we only need
# #PA A m m− + + × = + ×1 3 2 3 XORoperations.Insuchway,theconstructionsinTheorem
3onlyneed8 4 3+ × ×m XORoperationstoimplementforanyevennumberm ≥ 4 .Inparticular,
whenm = 4 ,ourconstructionsneedonly 8 4 3 4+ × × XORoperations.However,thelightest(
dXOR ) 4 4× MDSmatricesoverGL F

2
4
,( ) has10 4 3 4+ × × XORcounts,whichisprovedin

(Li,Bai,Sun,Wang,&Lin,2016).Therefore,Horner’smethodcouldsuccessfullyimprovethelower
boundofXORcount.

Infact,Horner’rulecanalsobeusedtoreducetheXORcountsinthepreviousconstructions.
WecompareourfindingswiththepreviousresultsinTable1.Inthetable,s-XORmeansthes-XOR
metricin(Jean,Peyrin,Sim,&Tourteaux,2017)andh-XORmeanstheXORafterapplyingQin
Jiushao’smethod(alsoknownasHorner’srule)inthispaper.
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5. CONCLUSION

Inthispaper,wepresentamethodtoconstructlightweightMDSmatricesoverGL F m
2
,( ) .Weuse

theideaofHorner’sruletooptimizetheimplementationofMDSmatrices.Foranyeveninteger
m ≥ 4 ,weconstructanMDSmatriceswith 8 4 3+ ⋅ ⋅m XORcountsanditisthelightestMDS
matrixsofar.

FindingthelightestMDSmatricesbasedonHorner’sruleisleavedasourfuturework.

Table 1. Comparison Of 4 × 4 MDS matrices

Matrix Implementation
Ref.

Field/Ring Type XOR s-XOR h-XOR

F x
24
0 13/

Arbitrary 13 4 3 4+ ⋅ ⋅ 10 4 3 4+ ⋅ ⋅ 13 4 3 4+ ⋅ ⋅ Jeanetal.,2017

F x
24
0 19/ Toeplitz 10 4 3 4+ ⋅ ⋅ 10 4 3 4+ ⋅ ⋅ 9 4 3 4+ ⋅ ⋅ Sarkaretal.,2016

GL F4
2
,( ) Arbitrary 10 4 3 4+ ⋅ ⋅ 10 4 3 4+ ⋅ ⋅ 9 4 3 4+ ⋅ ⋅ Lietal.,2016

GL F4
2
,( ) Circulant 12 4 3 4+ ⋅ ⋅ 12 4 3 4+ ⋅ ⋅ 12 4 3 4+ ⋅ ⋅ Li&Wang,2016

F
24

Circulant 16 4 3 4+ ⋅ ⋅ 12 4 3 4+ ⋅ ⋅ 16 4 3 4+ ⋅ ⋅ Beierleetal.,2016

GL F4
2
,( ) Circulant 12 4 3 4+ ⋅ ⋅ 12 4 3 4+ ⋅ ⋅ 8 4 3 4+ ⋅ ⋅ Example2

GL F8
2
,( ) Circulant 12 4 3 8+ ⋅ ⋅ 12 4 3 8+ ⋅ ⋅ 12 4 3 8+ ⋅ ⋅ LiandWang,2016

GL F8
2
,( ) Optimal 10 4 3 8+ ⋅ ⋅ 10 4 3 8+ ⋅ ⋅ 10 4 3 8+ ⋅ ⋅ LiandWang,2016

F x
24
0 13/

Sub-field 26 4 3 8+ ⋅ ⋅ 20 4 3 8+ ⋅ ⋅ Jeanetal.,2017

GL F8
2
,( ) Circulant 12 4 3 8+ ⋅ ⋅ 12 4 3 8+ ⋅ ⋅ 8 4 3 8+ ⋅ ⋅ Example2
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