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The Non-interactive Equivocable Non-malleable
Commitment and its Applications

Chunming Tang Zhuojun Liu Y

Abstract. Under the assumption of the existence of one-way functions, we prove that
it is possible to construct the non-interactive equivocable non-malleable commitment
scheme. Especially importantly, we succeed in implementing concurrent zero-knowledge
using our commitment scheme, analysising properties of this concurrent zero-knowledge
proof system, comparing it with the existed concurrent zero-knowledge, and finding that
our results are superior to their.

1. INTRODUCTION

Commitment scheme: Commitment scheme is a basic ingredient in many crypto-
graphic protocols. It usually involves two probabilistic polynomial-time players: the com-
mitter and the receiver. Very informally, it consists of two phases, a commitment phase
and a de-commitment phase. In the commitment phase, the committer with a secret input
x engages in a protocol, receiver still does not know what x is (i.e.,x is computationally
hidden), at the same time, the committer can subsequently (i.e., during the de-commitment
phase) open only one possible value of . Commitment scheme can be divided in two types,
according to whether the security property holds with respect to computationally bounded
adversaries (i.e.,computationally secure bit-commitment scheme) or to unbounded adver-
saries(i.e., perfectly-secure bit-commitment scheme).

Non-interactive commitment: Informally speaking, a bit commitment scheme (A, B)
in the public-random-string model (i.e., non-interactive commitment) is a two-phase interac-
tive protocol between two probabilistic polynomial time parties A(the committer) and B(the
receiver) such that the following is true. In the first phase (the commitment phase), A com-
mits to bit b by computing a pair of keys (com, dec) and sending com (the commitment key)
to B. Given just the public random string and the commitment key, the polynomial-time
receiver B can not guess the bit with probability significantly better than 1/2(this is the
security property). In the second phase (the decommitment phase) A reveals the bit b and
the key dec(the decommitment key) to B. Now B checks whether the decommitment key is
valid; if not, B outputs a special string L, meaning that he rejects the decommitment from
A; otherwise, B can efficiently compute the bit b revealed by A and is conviced that b was
indeed chosen by A in the first phase(this is the binding property).

Equivocable commitment. A bit commitment scheme is equivocable if it staisfies
the following additional requirement. There exists an efficient simulator which outputs a
transcript leading to a faked commitment such that:(a) the commitment can be decommitted
both as 0 and as 1, and (b) the simulated transcript is indistinguishable from a real execution.
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Non-malleable commitment: The notion of non-malleable commitment can be best
explained with the following motivating example from [1]: suppose there are several players
who participate in a contract bidding game, where a contract goes to the lowest bidder. First,
the players send the commitments of the bids, and once all bids have been deposited, they de-
commit. In [1] it was observed that even if the commitment scheme is computationally secure
against any polynomially-bounded receivers, still a malicious committer can potentially come
up with a commitment of a related bid, without any knowledge what the original bid is, but
still being able to underbid. The reason is that the standard notion of commitment does not
disallow the ability to come up with the related commitments (for which an attacker does
not know the de-commitment at the commitment stage), but for which once the attacker
gets the de-commitment of the original value, he can compute the de-commitment of his
related de-commitment as well.

Previous work: In [2, 3], the common random string model for non-interactive zero-
knowledge proofs was introduced, a model where a polynomial-length common random string
is available to all the users. Di Crescenzo and Ostrovsky in [4] constructed the interactive
computationally equivocable and computationally secure commitment scheme if the exis-
tence of pseudo-random generators and perfectly secure commitment schemes. Furthermore,
assuming the existence of computationally secure commitment schemes and the intractability
of computing discrete logarithms modulo integers of the form p = 2¢g+1, for p, ¢ primes, they
could obtain the perfectly equivocable and perfectly secure commitment scheme. Especially
importantly, they used this two commitment scheme to succeed in implementing concurrent
zero-knowledge proofs and arguments. The non-malleable commitment was first advanced by
Dolev, Dwork, Naor in [1], subsequently, De Santis and Persiano [5], Bellare and Rogaway
[6] also presented the non-malleable commitment, repectively. However, all the previous
proposed solutions to this fundamental problem required either very strong assumptions or
logarithmic number of rounds of interaction, and relied on inefficient zero-knowledge proofs.
In [7], Di Crescenzo, Ishai and Ostrovsky formalized and implemented the non-interactive
non-malleable commitment, only under the assumption of the existence of one-way functions.

In summary,the existed commitment schemes satisfy at most two of the three properties
(i.e, non-interaction, equivocability and non-malleability), hence, looking for a commitment
scheme satisfying all properties becomes our main object.

Our works: Our main results are as followed: (1) Under the assumption of the exis-
tence of one-way functions, we construct the commitment scheme satisfying non-interaction,
equivocability and non-malleability. (2) Because of its strong robustness, we succeed in im-
plementing the concurrent zero-knowledge proof with our commitment scheme, analysising
properties of our concurrent zero-knowledge proof system model, and comparing it with the
concurrent zero-knowledge proof system [4]. We find our results are superior to their results.

2. DEFINITIONS AND LEMMAS

In this section we recall some definitions and some lemmas.
2.1 BASIC NOTATIONS AND DEFINITIONS

Basic notations. The notation z < S denotes the random process of selecting element
x from set S with uniform probability distribution over S. Similarly, if D is a distribution,
the notation x <+ S denotes the random process of selecting element x according to distri-
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bution D. Moreover, the notation y < A(x), where A is an algorithm, denotes the random
process of obtaining y when running algorithm A on input x, where the probability space is
given by the random coins (if any) of algorithm A. A random variable V' will be denoted by
{R1;...; Ry : v}, where v denotes the values that V' can assume, and Ry, ..., R, is a sequence
of random processes generating value v. By Pr[Ri;...; R, : E] we denote the probability of
event F, after the execution of random processes Ry, ..., R,. We say that a function in n is
negligible if it is < n~¢, for all constants ¢ and all sufficiently large n.

2.2 SOME DEFINITIONS

Definition 2.1 (Non-interactive bit-commitment) Let a be a constant, n be an integer
and o be a public random string of length n®; Let (A, B) be a sender-receiver pair. We say
that (A, B) is a computationally-secure bit-commitment scheme (resp. perfectly-secure bit-
commitment scheme) in the public-random-string model if the following conditions hold:

1. Meaningfulness. For all constants c, each b € 0,1, and all sufficiently large n,

Pr{oc — {0,1}""; (com, dec) «— A(0,b);d — B(o,com,dec) : d =b] > 1 —n"°.

2. Security. The families of random variables Ay and Ay are computationally (resp. per-
fectly) indistinguishable, where Ay = {o « {0,1}""; (com,dec) < A(c,b) : (c,com)},
forb=0,1.

3. Binding. For all algorithms (resp.probabilistic polynomial time algorithms) A’, all
constants ¢, and all sufficiently large n.

Prioc — {0,1}""; (com, decy, decy) — A'(o)
B(o,com,decy) = 0 A B(o,com,decy) = 1] < n~¢.

We remark that the above definition naturally extends to a definition of string commitment
scheme. For any string s = s1 0 ... 0 s,,, where s; € {0, 1}, the scheme obtained by indepen-
dently committing to each bit s; using a secure bit-commitment scheme is a secure string
commitment scheme.

Definition 2.2 (Non-interactive equivocable bit commitment) Let a be a constant,
n be an integer and o be a public random string of length n®; Let (A, B) be a bit-commitment
scheme in the public random string model. We say that (A, B) is a non-interactive compu-
tationally (resp.,perfectly) equivocable bit-commitment scheme in the public random string
model if there exists an efficient probabilistic algorithm M which, on input 1™, outputs a
4-tuple (o', com’, decy, decy), satisfying the following:

1. For ¢ =0,1, it holds that B(o',com/,dec. = c).

2. For b = 0,1, the families of random wvariables Ay = {o « {0,1}""; (com,dec)
A(o,b) : (6,com,dec)} and Ay = {(o’,com/, decy, decy) «— M(1™) : (¢, com’,decy)} are
computationally (resp.,perfectly) indistinguishable.
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As for ordinary commitment, we remark that the above definition naturally extends to a
definition of equivocable string commitment scheme, and that for any string s = sy 0... 0 55,
where s; € {0,1}, the scheme is obtained by independently committing to each bit s; using
an equivocable bit commitment scheme.

Let k be an integer and let D be an efficiently sampleable distribution over the set of k-bit
strings (represented by its generator). Let R be a relation approximator, that is, an efficient
probabilistic algorithm that, given two strings, returns a binary output (algorithm R is
supposed to measure the correlation between the two input string). Also, given a committer
algorithm, we say that A’ is an adversary simulator if, on input D, it outputs a string in
{0,1}* (algorithm A’ is supposed to simulate the behavior of an adversary who is not given
a commitment as input). Now, consider two experiments: an a-posteriori experiment, and
an a-prior one. In the a-posteriori experiment, given a commitment com; to a string sq, an
efficient non-uniform adversary A tries to compute a commitment coms # com; which, later,
when he is given the decomitment of comi, can be decommitted as a string so, have some
correlation with string s1. In the a-prior experiment, an adversary simulator A’ commits to
a string so, given only the knowledge of D. We cosider a non-malleable commitment scheme
as a commitment scheme in which for any relation approximator R and for any adversary
A, there exists an adversary simulator A" which succeeds ”almost as well” as A in returning
strings which make R evaluate to 1.

Definition 2.3 (Non-interactive non-malleable string commitment) Leta be a con-
stant, let (A, B) be an non-interactive string commitment scheme in the public random string
model. We say that (A, B) is a non-interactive non-malleable string commitment scheme in
the public string model if for every efficient non-uniform algorithm A, there exists an effi-
cient non-uniform adversary simulator A', such that for all relation approzimators R, for all
efficiently sampleable distributions D, for all constants ¢ and all sufficiently large n, it holds
that p(A, R) — p'(A’, R) < n~¢, where the probabilities p(A, R) and p'(A’, R) are defined as
p(A, R) = Prio « {0,1}""; s « D; (comy;decy) «— A(o, s);
comg — A(o,comy);decy — A(o,comy, coma,decy) :
B(o,comy,decy) = s A\ B(o,comg,decy) = tA
comgy # comy A\ R(s,t) = 1].
P (A',R) = Pr{s — D;t — A'(D) : R(s,t) = 1].
Notice that the definition of non-interactive non-malleable bit commitment can easily derived

from the above.

2.3 SOME LEMMAS
The two following lemmas come from [7].

Lemma 2.1 In the public random string model, given a non-interactive commitment scheme
it is possiable to construct a non-interactive equicovable commitment scheme.

Notice that it is enough to prove the above theorem for the case of single bit-commitment,
since already remarked, this would extend to strings using simple independent repetition.
We recall the bit-commitment scheme in [8], and the implementation of this scheme in the
public random string model is equivocable (its proof is seen in [4, 7]).

bit-commitment scheme 1:
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Let n > 0 be an integer, and G : {0,1}" — {0,1}?n be a pseudo-random gen-
erator agreed upon by the committer A and the receiver B. The commitment
phase : First B sends a 3n-bit uniformly chosen string R = ry o ... o r3,, where
each r; € {0,1}. Then A uniformly chooses an n-bit seed s and computes
G(s) =ty o ... o t3, where each t; € {0,1}. Then , in order to commit to bit
b, for i = 1, ..., 3n, the committer computes bit ¢; = ¢; if r; =0 or bit ¢; =¢; ® b
if r; = 1. The commitment key is then string com = ¢j o ... o0 ¢3,, and the de-
commitment key is dec = s. Then A sends the commitment key to B. The
Decommitment phase. A sends the decommitment key to B. The receiver B,
given R, com and s, performs the following test: If com = G(s), B outputs 0; if
com = G(s) @ R, B outputs 1; otherwise, B outputs L.

Lemma 2.2 In the common random string model, for any computationally secure non-
interactive commitment scheme, it is possible to construct a computationally secure non-
interactive non-malleable commitment scheme.

We quote the bit-commitment scheme in [7] which has been proven to be a computationally
secure non-interactive non-malleable commitment scheme.

bit-commitment scheme 2:

Input to Alice and Bob:

e A security parameter 17;

e an n®-bit reference string o , for some constant a;

e a non-interactive bit-commitment scheme (A, B);

e a non-interactive equivocable bit-commitment scheme (C, D);

e a pseudo-random generator G}
Input to Alice: A bit b;
Instructions for Alice:

A.1 (Commitment to a seed for an authentication key.)
Write 0 as 0 = @y 0...0ay 0 3
uniformly choose a seed s € {0,1}";
let s1 0 ... 0 s, be its binary expansion;
fori=1,...,n,
run algorithm A on input (ay, s;),
and let (A-com;, A-dec;) be its output;
set A-com = A-comy o ... o A-com,, and let dy o ... o d,, be
its binary expansion;
write S as 8= [10061,10...0 Bm00 Bm1-
A.2 (Bit commitment and commitment authentication.)

For j=1,...,m.
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run algorithm C' on input (3;4,,b),
and let (C-com;,C-dec;) be its output;
set C-com = C-comq o ... o C-comyy;
set g = 21¢=coml and z = G(s);
write z as z = a o ¢, where a,c € GF(q);
compute tag = a - (C-com) + ¢ (over GF(q)).
A.3 (Output.)
Let Alice-com = (A-com, C-com, tag);
set A-dec = A-decg o ... o A-decy;
and C-dec = C-decg o ... o C-decyy,;
set Alice-dec = (A-dec, C-dec);
Input to Bob:
Alice-com = (A-com, C-com, tag), Alice-dec = (A-dec, C-dec);
Instructions for Bob:
B.1 (Verify the correstness of the decommitment.)
For:=1,...,n,
verify that B(«y;, A-com;, A-dec;) #1;
fori=1,...,n,
let s; = B(ay, A-com;, A-dec;), and s = $1 0 ... 0 §y,.
let dy o ... od,, be the binary expansion of A-com.
verify that there exists b € {0,1} such that
D(Bj,4;, C-comj, C-dec;) = b, for j =1,...,m.
set g = 21¢=coml and z = G(s);
write z as z = a o ¢, where a,c € GF(q);
verify that tag = a - (C-com) + ¢ (over GF(q)).
B.2 (output.)
If any verification is not satisfied that output L and halt
else output the bit b.

3. NON-INTERACTIVE EQUIVOCAL NON-MALLEABLE COMMITMENT

In this section we will prove our main results.
If the non-interactive bit-commitment (A, B) in bit commitment scheme 2 is a non-
interactive equivocable bit-commitment, then the following theorem holds.
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Theorem 3.1 If the non-interactive bit-commitment (A, B) in bit commitment scheme 2
is a non-interactive equivocable bit-commitment, then the bit-commitment scheme 2 is the
non-interactive equivocable non-malleable bit-commitment scheme.

Sketch of Proof: We need to show an efficient simulator M, which on input 1", generates
a 4-tuple(a’, com’, decy, decy) satisfying properties 1 and 2 of Definition 2.2.

The Algorithm M. If the bit-commitment scheme (A, B) in bit-commitment scheme 2 is
the bit-commitment scheme in [8], then it is possible to construct a non-interactive equiv-
ocable bit-commitment scheme by Lemma 2.1, that is, there exists an efficient simulator
M, which generates a 4-tuple(o}, com), decig, dec11) satisfying properties 1 and 2 of Defini-
tion 2.2. Furthermore, the bit-commitment scheme (C, D) in bit-commitment scheme 2 is a
non-interactive equivocable bit-commitment scheme, so the following holds: there exists an
efficient simulator My which generates a 4-tuple(ch, comly, decag, decay) satisfying properties
of Definition 2.2.

Let M = (M, M>), that is, the simulator M; and simulator Ms consist sequentially
the simulator M. Set o' = (01, 0%), com’ = (com/, com}), decy = (decig, decap) and dec; =
(dec11, decay). Hence we obtain a simulator M which generates the 4-tuple(a”’, com’, decy, decy).
In the following, we will prove the simulator M to satisfy properties 1 and 2 of Definition
2.2.

M can open both as 0 an as 1. Clearly, My can open both as 0 and as 1, and Ms do so. In
construction of simulator M, My and My are independent, so M can open both as 0 and as
1. (In fact, the bit-commitment scheme (A, B) only commits to a seed for an authentication
key, and it is unrelated to the committed bit, hence, the last commitments of bit is only
controlled by bit-commitment scheme (C, D)).

M's output is indistinguishable from a real execution. Let us recall the definition of the
two random variables in Definition 2.2: Aliceg = {0 « {0,1}"", (com,dec) « Alice(o,b) :
(0,com,dec)}, and Alice; = {(o’,com/,decy,deci) — M(1") : (o/,com’,decy)} and b €
{0,1}. Assume, for the sake of contradiction, that there exists a probabilistic polynomial
time algorithm D, which distinguishes Aliceg from Alice;, with probability at least n™¢, for
some constant ¢ and infinitly many n. Because the simulator M is composed of M; and Ma,
one of the following two case must hold:

1) for simulator M, there exists a probabilistic polynomial time algorithm Dj, which dis-
tinguishes Ag from Aj, with probability of least n™¢ for some constant ¢ and infinitly
many n. where Ag = {01 « {0,1}"", (comy,deci) «— A(o1,b) : (01,comy,dect)}, A} =
{(c}, com),decro, deci1) «— Mi(1") : (¢}, com),decyp)}. and b € {0,1}.

2) for simulator My, there exists a probabilistic polynomial time algorithm Dy, which dis-
tinguishes Cy from C7, with probability of least n™¢ for some constant ¢ and infinitly
many n, where Cy = {02 « {0,1}",(coma,decy) «— A(oa,b) : (02,coma,deca)}, C1 =
{(dh, comby, decay, decar) — Ma(1™) : (ch, comly, decop)}. and b € {0,1}.

Now, we will prove that the case 1) generates a contradiction, and the proof of the case
2) is similar.

We show the existence of a probabilistic polynomial time algorithm FE, which, using D;
as a sunroutine, is able to distinguish the output of pseudo-random generator G from a
totally random string with probability at least n~¢, for some constant ¢ and infinitely many



The Non-interactive Equivocable Non-malleable Commitment and its Applications 225

n. Algorithm F works as follows: on input a string y, it randomly chooses a seed s € {0,1}"
and sets u = G(s) and R = u®y. Now, it randomly chooses v < {y, u}, and runs algorithm
Dy on input (R,v,s). Algorithm D returns a bit ¢, denoting that it guesses that the triple
(R,v,s) is distrisbuted according to A.. Finally, algorithm F outputs 'pseudo-random’ if
¢ =1 and 'random’ if ¢ = 0. By observing that the triple (R, v, s) is distrisbuted as Ag if y
is totally random or as A if y is output by G, we derive that the probability that algorithm
FE distinguishes whether y is random or pseudo-random is the same as the probability that
algorithm D distinguishes Ag from Aj. end

Clearly, the results in Lemma 2.1, Lemma 2.2 and Theorem 3.1 are enough to prove our
main result in the following Theorem.

Theorem 3.2 In the public random string model, for any computationally secure non-
interactive commitment scheme, it is possible to construct a computationally secure non-
interactive equivocable non-malleable commitment scheme.

Remarks: As already remarked, given a secure bit-commitment scheme, it is possible to
obtain a string commitment scheme by repeating independent executions of the original
bit-commitment scheme. it should be observed that this transformation does not preserve
the non-malleability property. Let us try to get convinced that this is indeed the case.
First, let (A, B) be a bit-commitment scheme, consider a string s of two bits sp, s1, and a
bit-commitment scheme (C, D) constructed as a double repetition of (A, B), each having as
input a different bit of s. We see that even if (A4, B) is non-malleable then (C, D) is malleable.
Secpecifically, consider the algorithm C’ that, after seeing the commitment comg, com; to
s0, 81 by C, outputs com, comg, namely, he just swaps the two single bit-commitment keys.
Clearly, string s1, sg is 'related’ to the original string s, and therefore algorithm C” shows that
scheme (C, D) is not non-malleable. Notice that our reasoning does not depend on whether
we are in the interactive or non-interactive setting. In [7], the bit-commitment scheme 2 is
properly modified in order to preserve non-malleability with inpendent repetitions. and we
omit it.

By Theorem 3.2, we know how to construct a non-interactive equivocable non-malleable
commitment scheme, if bit-commitment scheme (A, B) in bit-commitment scheme 2 is non-
interactive and equivocable. In cryptographic fields, the equivocable commitment scheme
has vast applications, for example, zero-knowledge proof in a asynchronous setting [4]. Our
commitment scheme has not only equivocability but also non-malleability, so its applications
must be bigger. In the following section, we will consider its a application.

4. CONCURRENT ZERO-KNOWLEDGE

The notion of zero-knowledge proof systems was introduced by Goldwasser, Micali and
Rackoff [9]. Since their introduction, zero-knowledge proofs have been proven to be very
useful as a building block in the construction of cryptographic protocols, especially after
Goldreich, Micali and Wigderson [10] have shown that all languages in NP admit zero-
knowledge proofs. Due to their importance, the efficiency of zero-knowledge protocols has
received considerable attention. However, recently, a lot of attention has been paid to the set-
ting where many concurrent executions of the same protocol take place (say, on the Internet).
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The general case concurrent zero-knowledge in an asynchronous setting was considered by
Duwork, Naor and Sahai in [11]. In [4], Di Crescenzo and Ostrovsky cosidered a distributed
model with preprocessing phase and a proof phase. In this model, based on complexity
assumptions, they constructed the concurrent zero-knowledge for all languages in N P.

In this section, we recall the notion of zero-knowledge and concurrent zereo-knowledge;

use the commitment scheme in Theorem 3.2 to implement concurrent zero-knowledge; anal-
ysis our model’ properties; at last, compare with concurrent zero-knowledge of [4].
Zero-knowledge proofs systems: A zero-knowledge proof system for a language L is an
interactive system for L in which, for any x € L, and any possibly malicious probabilistic
polynomial-time verifier V', no information is revealed to V' that he could not compute alone
before running the protocol. This is formalized by requiring, for each V', the existence of
an efficient simulator S, which outputs a transcript ’indistinguishable’ from the view of V'
in the protocol. There exist three notions of zero-knowledge: computational, statistical and
perfect.
Concurrent zero-knowledge proof systems with preprocessing.Informally speaking,
the concurrent model describes a distributed model in which several parties can run con-
current executions of some protocols. In real-life distributed system, the communication is
not necessarily synchronized; more generally, the model makes the worst-case assumption
that the communication in the system happens in an asynchronoue manner; this means that
there is no fixed bound on the amount of time that a message takes to arrive to its destina-
tion. This implies that, for instances, the order in which messages are received during the
execution of many concurrent protocols can be arbitrarily different from the order in which
they were sent. Such variation in the communication model poses a crucial complication into
designing a zero-knowledge protocol, since the possibly arbitrary ibterleaving of messagees
can help some adversary to break the zero-knowledge property. In fact, as a worst case
assumption, one may assume that the ordering in which messages are received can decided
by the adversary.

We consider a distributed model, with two distinguished sets of parties: a set P =
{P1, ..., P;} of provers and a set V' = {Vi,...,V,} of verifiers, where P; is connected to Vj,
fori=1,...,q. Let (A, B) be a zero-knowledge proof system. At any time a verifier V; may
decide to run protocol (A, B); therefore, for any fixed time, there may be several paris of
prover and verifer running (A, B). The adversary A is allowed to corrupt all the verifiers.
Then A can be formally described as a probabilistic polynomial-time algorithm that, given
the history so far, returns an index i and a message m;, with the meaning that the (corrupted)
verifier V;, for i € {1,...,q}, is sending message m; to prover P;. We assume wlog that P;
is required to send his next message m; and before receiving a new message from A. We
now define the view of the adversary A. First we define a g-concurrent execution of (A, B)
as the possibly concurrent execution of ¢ instances of protocol (A, B), where all verifiers
are controlled by A. Also, we define the ¢-concurrent transcript of a g-concurrent execution
of (A, B) as a sequence containing the random tapes of verifiers Vi, ...,V and all messages
appearing on the communication tapes of Pi,..., P, and Vi,...,V,, where the ordering of
such messages is determind by the adversary corrupting all the verifiers. The notation

(T5911, Y125 -, Y1gs Y2q) — (Pr(p1), Vi(v1))(21), .., (Py(pq), Vg(vq))(x4)) denotes the random
process of runing a g-concurrent execution of interactive protocol (A4, B), where each P; has
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private input p;, each V; has private input v;, z; is P; and V/s common input, yy; is P/s output,
yoi is Vs output, and T is the g-concurrent transcript of such execution (we assume wlog that
the output of both parties P; and V; at the end of an execution of the interactive protocol
(A, B) contains a transcript of the communication exchanged between P; and V; during
such execution). Then the view of A, denoted as viewa(x) is the transcript 7' output by
the random process (T yit, g1z, - Yigr ¥22) — ((Pi(p1); AU1))(21); s (Py(py)s Alvg) (24)),
where = (21,...,24). Finally, a proof system (A, B) for language L is concurrent zero-
knowledge if for any probabilistic polynomial time algorithm A, there exists an efficient
algorithm S, such that for any polynomial ¢(.), and any z1,...,24, where ¢ = ¢(n), and
| 21 |= ... =| z4 |=n, the two distributions S4(z) and View,(x) are distinguishable.

We use the definition of Concurrent zero-knowledge with preprocessing in [4]. In their defi-
nition, a concurrent zero-knowledge of an interactive protocol with preprocessing (A1, B1)(A2, B2))
is divided into two phases: a preprocessing phase and a proof phase. In the preprocessing
phase there is a concurrent execution of the preprocessing pair (Al, B1) and in the proof
phase there is a concurrent execution of the proof pair (A2, B2). The requirements are, as
before, completeness, soundness and concurrent zero-knowledge. Now we give their formal
definition of concurrent zero-knowledge proof systems with proprecessing.

Definition 4.1 Concurrent zero-knowledge proof systems with preprocessing: Let
(A, B) = (A1, B1)(A2, B2)) be an interactive protocol with preprocessing. We say that (A, B)
is a concurrent (computational) (statistical) (perfect) zero-knowledge proof systems with pre-
processing for language L if the following holds:

1. Completeness: for any x € L, it holds that Prob[(a, ) «— (A1, B1)(11); (¢, (t, out)) «—
(A2(a), B2(8))(z) : out = ACCEPT] > 1 — 2=l

2.Soundness: For any x ¢ L, and any (A1', A2'), it holds that Prob[(c, 3) — (A1’, B1)(11#); (¢, (, out)) «—
(A2 (o), B2(B))(x) : out = ACCEPT) < 271#l,

3.Concurrent Zero-knowledge: For each probabilistic polynomial time algorithm A = (Aq, As),
there exists an expected polynomial time simulator algorithm S4 such that for any polynomial
q(.), for each x1,...,xq € L , where | x1 |= ... =| x4 |=n and ¢ = q(n), the two distribution
Sa(z) and Viewa(x) are (computationally)(statistically)(perfectly) indistinguishable, where
ViefwA(a:) = {(Tl, aq, 51, ceey Qg ﬂq) — ((Pl, Al), veey (Pq, Al))(ln);

(T, 55wy s ) = ((Pron), A2(B1)) (1), .., (By(ag), A2(By)) (2q)) -
(T17T27/817"'7ﬂq)}
denotes the view of A on input x = (z1,...,24), and where P, ..., P, run algorithms Al in

the preprocessing phase and A2 in the proof phase.

In the following part, we consider the properly modified Proof System ((P1, V1), (P2,V?2))
(abbreviated PS) in [4], which has been proven to preserve concurrent zero-knowledge with
preprocessing.

The Proof System ((P1,V1),(P2,V2))

Input to P1 and V1: 1", where n is a positive integer.
Instructions for P1 and V1 (preprocessing phase):
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1. V1 uniformly chooses u1, ..., uy, € {0,1}3" and commits to them using scheme
(C, D)(possibly interacting with P1);

2. P1 uniformly chooses vy, ..., v, € {0,1}?" and sends them to V'1;

3. V1 decommits uy, ..., u,, using scheme (C, D)(possibly interacting with P1);
4. If uy, ..., uy, are not properly decommitted, P1 halts;

5. P1 sets a equal to the transcript so far and outputs: «;

6. V1 sets B equal to the transcript so far and outputs: .
Input to P2: z,«a, where | x |=n.
Input to V2: z, 5,where | z |=n.
Instructions for P2 and V2 (proof phase):

1. P2 sets mes = A(z) and uniformly chooses dy, ..., d;, € {0,1}; Then commits
to them using a equivocable commitment scheme (S, R), and obtains commit-
ments comy, coma, ..., cOMy,; At last, sends mes, com1, comao, ..., com,, to B.

2. V2 uniformly chooses b € {0,1}™ and sends b to P2;

3. P2 decommits dy,...,d,, by sending s1, ..., S;, to V2; then sets d = d; o ... o
dpm,c=b® d,ans = A(z, mes, c) and sends ans to V2;

4. V2 verify the message. If B(z, mes, ¢,ans)=ACCEPT then V2 outputs:ACCEPT
else V2 outputs: REJECT.

In [4], Di Crescenzo and Ostrovsky have proven that above PS preserves zero-knowledge
in the asynchronous setting. Usually, because of the presence of potentially bad interleaving
among the polynomially many concurrent executions, proving a protocol to be concurrent
zero-knowledge becomes a problem. In particular, such interleavings may ask the simulator
for too many( eventually, more than polynomial) rewindings in order to be able to suc-
ceed in simulating the protocol. Therefore, Di C'rescenzo and Ostrovsky used a technique
that allowed to simulate part of protocol PS without performing any rewinding part of
protocol PS used a special zero-knowledge property. For example, in PS, they separated
the preprocessing phases of all protocols from the proof phases of all protocols and obtain
concurrent zero-knowledge. This is achieved by using the tool of equivocable commitment
scheme (S, R). However, the equivocable commitment scheme used by them is provably mal-
leable(informally, in the context of commitment the additional requirements is that given
the commitment it is possible to generate a different commitment so that the respective
bit commited are related) so that there exist some chances which the attacker can break
zero-knowledge.

in fact, there exists some commitment schemes are malleable. for example, the
bit-commitment scheme 1 is based on pseudo-random generators. Now we show
that it is malleable.

Given a random string R and a commitment com to a bit b, an attacker
can commit to bit 1 — b by sending the commitment com’ = com & R.
The decommitment key dec opening commitment key com as b also
opens commitment key com’ as 1 — b.
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In order to avoid the case, we must look for more robust commitment scheme than (5, R)
in PS. Clearly, The commitment scheme in Theorem 3.2 is a good refill, because it is
non-interactive equivocable non-malleable. Our protocol P.S, which uses the non-interactive
equivocable non-malleable commitment scheme, has the following properties:

1.

1]
2]

[

)

I

=

EORCORES]

[10]

[11]

the PS preserves the concurrent zero-knowledge. Because the equivocability of bit-
commitment holds.

. the attacker can not break the commitment scheme, and can not break the zero-

knowledge, because the non-malleability of bit-commitment holds.

. the construction of our protocol is more simpler than that of the protocol PSS, because

our commitment scheme is non-interactive.
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