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An improved identity-based ring signature scheme

from bilinear pairings1)

Chunming Tang 2)Zhuojun Liu 3)Mingsheng Wang 4)

Abstract. Lin-Wu’s ID-based ring signature scheme from bilinear pairings is unrea-
sonable. In this paper, we improve it, and obtain a reasonable ID-based ring signature
scheme from bilinear pairings.
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1. Introduction

Recently, because the ID-based group signature from bilinear pairings is possible to real-
ize cryptographic primitives(or traditional group signature) that were previously unknown or
impractical[1], the research on this signature has already attracted more and more cryptog-
raphers. The ring signature is considered as a simplified group signature with no manger, no
group setup procedure, and no revocation mechanism against signer’s anonymity[2], hence,
it has some appealing features too.

In [3], C Lin and T Wu proposed an identity-based ring signature scheme from bilinear
pairings, however, we find that their scheme is unreasonable. In this paper, we improve it
and obtain a reasonable ID-based ring signature scheme from bilinear pairings.

2. Bilinear pairings

Let G1 be a cyclic additive group generated by P, whose order is a prime q, and G2 be a
cyclic multiplicative group of the same order q. Let a, b be elements of Z∗q . We assume that
the discrete logarithm problem (DLP) in both G1 and G2 are hard. A bilinear pairings is a
map e : G1 ×G1 → G2 with the following properties:

1) Bilinear: e(aP, bQ) = e(P, Q)ab;
2) Non-degenerate: There exists P and Q ∈ G1 such that e(P, Q) 6= 1;
3) Computable: There is an efficient algorithm to compute e(P, Q) for all P, Q ∈ G1.
We have the following assumptions: 1) the decisional Diffie-Hellman problem(DDHP) in

G1 should be easy. 2) The DDHP in G2, the computational Diffie-Hellman problem(CDHP)
and the discrete logarithm problem (DLP) in both G1 and G2 should be hard. 3) The inver-
sion of the bilinear pairing should be hard, i.e., the bilinear pairing inversion problem(BPIP),
which is defined as:
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BPIP: Given P ∈ G1 and e(P, Q) ∈ G2, find Q ∈ G1.

3. Lin-Wu’s ring signature scheme

Assume there is a trusted key generation center(TKGC) that will stablish the identity-
based cryptosystem and generate private keys for users. Initially, TKGC selects q, G1, G2,
and e, as defined in the previous section. Then, TKGC selects P ∈ G1 as the generator of
G1 and defines one-way hash function H1 : {0, 1}∗ → G1 and H2 : {0, 1}∗ → Zq. TKGC’s
private key is s ∈ Z∗q and the public key is Ppub ∈ G1, computed as:

Ppub = sP. (1)

Finally, TKGC keeps s secretly and publishes {G1, G2, q, e, P, Ppub,H1,H2}. The proposed
scheme consists of three phases: key generation, ring signature generation, and ring
signature verification, stated as follows.

<Key generation> For each signer ui in the system, TKGC generates ui’s private key
Di based on ui’s unique IDi, as:

Di = sH1(IDi). (2)

<Ring signature generation> Without loss generality, assume there are n members
u1, u2, ...un in the ring chosen by the actual signer ua, 1 ≤ a ≤ n. Given the message m
to be signed, ua firstly prepares a set L of the unique identities from all ring members, i.e.,
L = {ID1, ID2, ..., IDn}. Then, ua selects A ∈ G1 at random and computes ca+1 as:

ca+1 = e(A,P ). (3)

In accordance with the order of i = a + 1, a + 2, ..., a + (n− 1)(mod n), ua randomly selects
Ri ∈ G1, and computes ci+1 as :

ci+1 = e(Ppub, ciH1(IDi))H2(m||L) · e(Ri, P ). (4)

Let Rn = R0. Then, ua computes Ra and R as:

Ra = A−H2(m||L)caDa, (5)
R =

∑n
i=1 Ri. (6)

Finally, let cn = c0. (c1, c2, ..., cn, R) is the ring signature for message m with ring members
specified by L.

<Ring signature verification> Given message m, its ring signature (c1, c2, ..., cn, R),
and the set L of identities of all ring members, the verifier can check the validity of the
signature by testing if:

n∏

i=1

ci = e(Ppub,
n∑

i=1

ciH1(IDi))H2(m||L) · e(R, P ). (7)
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4. Improved Lin-Wu’s ring signature scheme

We first pointed out two mistakes of the Lin-Wu’s ring signature scheme, then, we improve
it and obtain improved Lin-Wu’s ring signature scheme.

The mistake: 1) In equations (4) and (7), the signer must compute ciH1(IDi), where

ci = e(Ppub, ci−1H1(IDi−1))H2(m||L) · e(Ri−1, P ) ∈ G2,

H1(IDi) ∈ G1.

However, P1 · P2 is not defined in Lin-Wu’s signature scheme, where P1 ∈ G1, P2 ∈ G2.
Hence, the signer can not compute ci+1.

2) In equation (5), the signer must compute A−H2(m||L)caDa. Similar to 1), the signer
can not do it, because A ∈ G1, and H2(m||L)caDa ∈ G2, P1−P2 is not defined either, where
P1 ∈ G1, P2 ∈ G2.

Hence, by 1) and 2), their signature scheme is unreasonable.
To avoid the mistakes, we improve it as follows.
Improved Lin-Wu’s ring signature scheme: TKGC still keeps s secretly, how-

ever, he must define an additional one-way hash functions H3 : G2 → Zq, then, publishes
{G1, G2, q, e, P, Ppub,H1,H2,H3}.

The first phase, Key generation, is completely similar to that of Lin-Wu, and we only
change the last two phases.

<Ring signature generation> Assume ua, L and A be selected as Lin-Wu’s signature
generation. Equations (3) and (6) are not changed, but (4) and (5) are changed into (8) and
(9), respectively.

ci+1 = e(Ppub,H3(ci)H1(IDi))H2(m||L) · e(Ri, P ), (8)
Ra = A−H2(m||L)H3(ca)H1(Da). (9)

<Ring signature verification> Given message m, its ring signature (c1, c2, ..., cn, R),
and the set L of identities of all ring members, the verifier can check the validity of the
signature by testing if:

n∏

i=1

ci = e(Ppub,
n∑

i=1

H3(ci)H1(IDi))H2(m||L) · e(R, P ). (10)

5. Comparison with Lin-Wu’ ring signature scheme

Our scheme are reasonable. 1) In equation (8), H3(ci) ∈ Zq,H1(IDi) ∈ G1, so
the H3(ci)H1(IDi) ∈ G1 can easily be computed. 2) In equation (9), because H2(m||L) ∈
Zq,H3(ca) ∈ Zq,H1(Da) ∈ G1, the Ra can be computed. Hence, by above 1) and 2), our
scheme is reasonable.

The security of our scheme. Obviously, the security of our scheme is equal to that
of Lin-Wu.
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