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A Novel Identity-based Group Signature Scheme

from Bilinear Maps

Zuo-Wen Tan, Zhuo-Jun Liu1)

Abstract. We propose an identity-based group signature scheme from bilinear maps.
The scheme has the security properties of group signatures. Our scheme is based on
the CDHP assumption and bilinear maps between groups. The size of the group pubic
key and the length of the signature are independent on the number of group members.
Furthermore, a group member can sign many message using the same key pair.

1. Introduction

The concept of group signature was introduced by Chaum and van Heyst in 1991 [1].
In a group signature scheme, members of a given group are allowed to sign on behalf of
the entire group. The signature can also be verified by using a single group key. However,
group signatures are anonymous. Only the one with the secret key of the group can reveal
the identity of the actual signer. Furthermore, the two signatures produced by the same
signer are unlinkable by anyone else with the sole exception of a designated group manager.
The salient features of group signatures make them attractive for many applications such
as electronic cash systems and electronic voting [2,6]. A lot of group signature schemes
have been proposed after the initial work [3,4,5]. In 1997, J. Camenisch and M. Stadler
proposed the first efficient group signature scheme [7] for which the group public key and
group signature are both of constant size. Ateniese et al. proposed a practical and provably
coalition-resistant secure group signature scheme [8]. Recently, M. Bellare, D. Micciancio
and B. Warinschi provides theoretical foundations for the group signature primitive [9].

The concept of ID-based cryptography [10] was introduced by Shamir to simplify key
management procedures of certificate-based public key infrastructures(PKI). A ID-based
group signature scheme is firstly proposed by S. Park, S. Kim and D. Won [11]. However, it
is inefficient: the size of the group public key and the length of a group signature depend on
the size of the group. Another ID-based group signature scheme is proposed by Tseng and
Jan. Unfortunately, it is universally forgeable [15]. X. Chen et al. Recently, [13] proposed
a new ID-based group signature scheme from bilinear pairings. The scheme presented an
approach to solve the key-escrow problem. In their scheme, the so-called trusted third party
in the ID-based systems, i.e. KGC, may be dishonest. If KGC impersonates an honest user
to sign a document, the user can provide a proof that the KGC is dishonest.

We follow the key-escrow approach in [13] and propose a novel group signature scheme
from bilinear pairings. Our scheme has the security properties of group signatures. It has
the advantage over the scheme in [13] that a group member needs only a key pair to sign
many messages.
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The rest of the paper is organized as follows: in Section 2, we introduce bilinear maps,
two Diffie-Hellman problems, a Gap DH group, and group signature model. In Section 3, we
present a novel ID-based group signature from bilinear maps. In Section 4, we investigate
the security properties of our proposed scheme. We conclude in Section 5.

2. Preliminaries

2.1. Bilinear maps
Let G1 and G2 be two groups of some large prime order q. The ID-based schemes always

make use of a pairings e: G1×G1 −→ G2. The bilinear map must satisfy the following three
properties.

1. Bilinear: e(aP, bQ) = e(P, Q)ab for all P, Q ∈ G1, a, b ∈ Z.
2. Non-degenerate: There exist P and Q in G1 such that e(P, Q) 6= 1. That is, if P is a

generator of G1, then e(P, P ) is a generator of G2.
3. Efficient Computable: There is a polynomial algorithm to compute e(P, Q) for all

P, Q ∈ G2.
The map is called an admissible bilinear map. In reality, a subgroup of the additive group

of points of an elliptic curve is used as G1, while a subgroup of the multiplicative group of a
finite field is used as G2 [16]. And the Wail pairings can be used to construct an admissible
bilinear map between the two groups.

2.2. Gap Diffie-Hellman Group
We first introduce two Diffie-Hellman problems [14].
Definition 1. Given a multiplicative group (G, ·), an element α ∈ G having order n,

and two elements β, γ ∈ 〈α〉, find δ ∈ 〈α〉 such that logαδ ≡ logαβ × logαγ. The problem is
called Computational Diffie-Hellman Problem (CDHP).

Definition 2. Given a multiplicative group (G, ·), an element α ∈ G, having order n
and three elements β, γ, δ, determine whether logαδ ≡ logαβ × logαγ (mod n) holds. The
problem is called Decisional Diffie-Hellman Problem (DDHP).

Definition 3. Given a cyclic group G generated by P , if there is a polynomial algorithm
to solve DDHP in G, but there is no probabilistic polynomial algorithm to solve CDHP in G
with non-negligible advantage, we call G a Gap Diffie-Hellman group (henceforth Gap DH
group).

2.3. Group Signature Model
A group signature scheme is comprised of the following procedures:
Setup: an algorithm that generates the group public key and a group secret key for the

group manager.
Join: a protocol between the group manager and a potential member that generates the

user’s secret key and pubic key.
Sign: a protocol between a group member and a user which, on input the message m

from the user and the signer’s secret key, the membership certificate and membership key,
produces a signature on the message m.

Verify: an algorithm which, on input the group public key and the group signature for
the message, decides the validity of the signature.
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Open: an algorithm which, given a signed message and a group secret key, returns the
identity of the signer together with a proof of this fact.

A secure group signature scheme should hold the following security properties:
Correctness of signatures: Any signature produced by a group member must be valid.
Unforgeability of signatures: Only the group member can sign the messages on behalf of

the group.
Traceability of signatures: When signatures are presented to the group manager, the

identity of the signer can be revealed.
Unlinkability of signatures: It is infeasible for anyone else except the group manager and

the signer to decide whether the two different signatures have been issued by the same group
member or not.

Anonymity of signatures: It is infeasible to find out the group member who signed a
message without the group manager’s secret key.

Exculpabiliy of signatures: Neither the manager nor a member can sing messages on
behalf of group members. Even if the group manager colludes with some group members, it
could not misattribute a valid group signature to frame a certain member.

Coalition-resistance of signatures: No coalition of members can prevent a group signature
from being opened.

3. ID-based group signature scheme

In this section, we propose an ID-based group signature scheme from bilinear maps. We
only need to consider that KGC is the group manager [13].

The scheme consists of the following six procedures: Setup, Extract, Join, Sign, Ver-
ify, and Open. All the parties in the system are KGC (who also acts as the group manager)
and the users some of which will be members of the group. Since KGC acts as the group
manager of the group, we cannot adopt the usual ID-based systems. In the paper, we solve
the key escrow problem from bilinear pairings through the approach in [13]. That is, in our
system, KGC is assumed no longer to be a trustful party.

Let G1 be a Gap DH group of prime order q, G2 be a cyclic multiplicative group of
the same prime order q. A bilinear pairings is a map e: G1 × G1 −→ G2. Suppose H1 :
{0, 1}∗ ×G1 −→ Z∗q and H2 : {0, 1}∗ ×G1 −→ G1 are secure one-way hash functions.

1. Setup
KGC chooses a generator P of G1, picks a random s ∈ Z∗q , and sets Ppub = sP . The

group public key is (P, Ppub, ê, q, G1, G2,H1,H2). KGC keeps s secret as the master key.
2. Extract
The user Alice with identity information ID picks a random number r ∈ Z∗q as her

private key, then computes rP , and sends rP together with ID to KGC. KGC computes
DID = sH2(ID||rP ) and sends it to the user as the user’s private key associated to ID via
a secure channel. Thus the user has a private key pair (r , SID). We call SID and rP
pseudo-secret, since KGC is no longer trustful and it may expose them to other members.
In addition, the user has an associated public key QID = H2(ID||rP ).

3. Join
A user Alice in the ID-based system performs the following protocol and becomes a

member of the group.
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Alice chooses a random x ∈ Z∗q , then sends {rxP , rP , ID, xP} to KGC and proves to
KGC that she knows SID. If KGC is convinced that the user knows SID and ê(rxP, P ) =
ê(xP, rP ), KGC sends secretly S = sH2(ID||rxP ). Thus, Alice has her secret keys x and
rx, her member key xP , and the member certificates (rxP, S). The member key and the
member certificates are pseudo-secret.

4. Sign
To sign a message m, Alice chooses a random k ∈ Z∗q , and uses her two secret keys and

certificates to compute the following values:
-U = k1rxP , k1 ∈R Z∗q ;
-W = (q − k1)xP ;
-R = k2H2(ID||U + W + R), k2 ∈R Z∗q \{k1};
-h = H1(m||U + W );
-V = hk2S + k1rxH2(m||U + W + R).
The resulting signature on the message m is (U,W,R, V ).
5. Verify
To verify a group signature (U,W,R, V ) of the message m, the receiver of the signature

first computes h = H1(m||U + W ) and checks whether
ê(V, P ) = ê(R, Ppub)h · ê(H2(m||U + W + R), U). (1)

6. Open
Given a valid group signature, KGC can easily identify the user. The signer cannot deny

her signature after KGC presents a zero knowledge proof:
ê(U,P ) · ê(W, rP ) = ê(rxP, P ), (2)

ê(S, P ) = ê(H2(ID||rxP ), Ppub), (3)
ê(SID, P ) = ê(H2(ID||rP ), Ppub). (4)

4. Cryptanalysis

In this section, we prove the security of our group signature scheme on the assumption
that G1 is a Gap DH group.

Theorem 1 If there is an adversary A (without colluding with KGC) who can forge a
valid tuple (ID, rP, rxP, SID, S) with non-negligible probability ε, then we can solve CDHP
in G1 with non-negligible probability ε.

Proof: The adversary A forges a valid pseudo secret key and certificate with non-
negligible probability ε through the following process. First, he queries the random oracle
H2(·) several times, then he outputs a tuple (ID,rP, rxP, SID, S) in which {ID,rP, rxP} were
not queried.

If the tuple is valid, it must satisfy the Open functions (3) and (4):
e(S, P ) = e(H2(ID||rxP ), Ppub), e(SID, P ) = e(H2(ID||rP ), Ppub).

Let H2(ID||rP )=aP or H2(ID||rxP )=aP , Ppub = bP . Then by running the adversary,
we can solve CDHP in G1 for SID(or S)=abP with non-negligible probability ε. 2

Theorem 2 A group member cannot impersonate other group members to sign the
message m with non-negligible probability.

Proof: The impersonation problem can be categorized into two aspects:
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Case 1. Impersonation without colluding with the group manager.
A user with identity information IDi wants to impersonate another user with identity

information IDj to sign the message m. He chooses R, W and computes h. In order to
make it easy to compute ê(V, P ), the user chooses U = Ppub. Because he does not know
the certificate Sj of the member with IDj , he has to determine V through the verification
equation (1): ê(V, P ) = ê(R, Ppub)h · ê(H2(m||U +W +R), U). The equation holds if and only
if V = s(hR + H2(m||U + W + R)). If the group manager’s private key s is not comprised,
the user(adversary) can forge a valid group signature with probability at most 1

q .
Case 2. Impersonation with colluding with KGC.
By colluding with the group manager, a member with identity information IDj obtains

another member’s pseudo secrets riP, xiP, rixiP . He chooses a random k1, k2 ∈ Z∗q and
computes

U = k1rixiP, W = (q − k1)xiP, (5)
R = k2H2(IDj ||rjxjP ) or R = k2H2(IDi||rixiP ), (6)

V = hk2Sj + k1rjxjH2(m||U + W + R). (7)
It is easy to obtain the left side of the equation (1):

ê(V, P ) = ê(hk2Sj + k1rjxjH2(m||U + W + R), P )
= ê(k2Sj , P )h · ê(k1rjxjH2(m||U + W + R), P )
= ê(k2Sj , P )h · ê(H2(m||U + W + R), k1rjxjP ).

By the equation (1), we have
ê(H2(m||U + W + R), k1rjxjP ) = ê(H2(m||U + W + R), U). (8)

Through the equation (5), the equation (8) holds if and only if rixiP = rjxjP . The
probability that rixi ≡ rjxj mod q for ri, xi, rj , xj ∈ Z∗q is 1

q−1 . If he wants to choose rj , xj

in Z∗q through the equation rixiP = rjxjP , he will have to face a DLP in G1. 2

As for the forgery of the KGC, we have already obtained the following the theorem.
Theorem 3 Under the assumption of hardness of DLP in G1, KGC cannot impersonate

a group member to sign the message m with non-negligible probability.
From the three theorems above, it is easy to deduce that our scheme satisfies the security

properties of group signatures: unforgeability,anonymity,unlink-ability,traceability, exculpa-
bility and coalition-resistance.

Our group signature scheme overcomes the drawback that a user(signer) should have a
new key pair for each message if he wants to sign many message. To some extent, we solve
the open problem of designing an ID-based group signature scheme from bilinear pairings
with one key pair.

5. Summary and Future Work

We proposed a novel identity-based group signature scheme from a Gap Diffie-Hellman
group. The group signature is based on the CDHP assumption. Furthermore, if dishonest
KGC impersonates an honest user to sign the message, the member can find the imperson-
ation only through performing the Open procedure. In addition, the size of the group public
key and the length of the signature are independent on the number of the group members.
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Once a user joins the group, it can sign many messages using the same key pair. However,
the standard identity-based cryptosystem has a weakness in that the entities’ keys are com-
pletely controlled by KGC. In respect of the problem, can one find a better method than
the one adopted in this paper? Although we give some security analyses about the proposed
scheme, how to design a theoretically-secure identity-based group signature scheme from
bilinear maps remains an open problem.
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